Protecting Children and Young People
from sexual violence with a focus on
New Media
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The National Society for the
NSPCC . Prevention of Cruelty to Children
e 177 community based projects (Children and families)
e Child Protection Helpline for Adults

e ChildLine the main helpline for children

» Also working to influence, policy, practice, public attitudes
and behaviours.

(ChildLine: NSPCC @
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The National Society for the
NSPCC . Prevention of Cruelty to Children
Services providing a therapeutic response to children sexually abused
Services for children who are exhibiting sexually harmful behaviour themselves
Services for children commercially sexually exploited
Services for trafficked children
Staff working with adult perpetrators of sexual abuse

Expert staff working on internet abuse

The internet is not a separate issue — it has become one mechanism that is
used to facilitate the wider sexual abuse of children. It an no longer be
tacked by member states alone within their own borders.

(ChildLine: NSPCC @
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Children’s Charities Coalition on Internet Safety ( CHIS)
Digital Manifesto — 42 Recommendations for industry
and Government

The
Children’s

Society
Yip
Children

action for
England pidren

Charities working for children and families

NSPCC @

Gruelty to children must stop. FULL STOP.

rugemerwemprevent child sexual 1t}use

WIUEILY W LG T3 2, TVLL @




European NGO Alliance
for Child Safety Online

\eNACSO

« eNACSO: a new network of child advocacy
Save the Children Qrgamsanons

Italia

— Working in coalition to advocate for the rights of
children and protect them from some of the risks
of new technologies.

/—j — Working both at a European and International
¢ protegeles level. Save the Children, Denmark [Coordinator],

action 11
nNnocence

-COMm NSPCC, (United Kingdom), Nobody’s Children

Foundation, (Poland), Protegeless, (Spain) Kek

I S P C C Vonal (Hungary) Save the Children (Italy), Action
ALWAYS HERE FOR CHILDREN Innocence, (France), ISPCC, (Ireland) ECPAT,
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Children and Families: Web 2.0

- Opportunities and risks of the new media

- Nature of risks — child development/ technological
development

- Responses to risk:

» Education

» Technical Measures

» Issues for policy makers
- How effective is self regulation?
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Web 2.0

Web 1.0 Web 2.0
“the mostly read-only Web” the wildly read-write Web® LUJICE ’
250,000 sites 80,000,000 sites _
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45 million global users 1 billion+ global users NSPCC .
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Social Networking:
from nowhere to domination in three years

49% of children 8-17 have
an online profile:

¢+ Bebo: 63%
¢+ MySpace: 37%

¢ Facebook: 18%

NSPCC @
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Opportunities

Socialising/ fun

» Social networking for old/new friends
» Entertainment/ games/ fun

Creativity/ expression

» User-generated content creation - creativity
» EXpression of identity

Education/ career/ new information and insights

» Access to global information and resources
» Technological expertise and literacy

» Career advancement or employment

» Shared experiences with distant others

Civil or political participation and engagement

» Activism/ campaigning
» Community involvement

Support and information

» Personal/health/sexual advice
» Specialist groups and forums




RiIsks

Contact

Content

» Paedophiles, grooming, strangers

» EXposure to harmful communities — e.g. Self-
harm or race hate (suicide, anorexia, etc)

» EXploitation of personal information (including
self-publicised)

» lllegal content (Child abuse images)

» Other extreme sexual/violent of other forms of
harmful content

» Blased/misinformation (advice, health) — overlap
with above




Risks 2

Conduct

» Cyber-bullying, stalking, harassment

» Perpetrators of sexual bullying/ harm

» |llegal activities

» Glving out private information — overlap with above
Commerce

» Advertising/commercial persuasion

» Financial scams
Addiction

Exclusion from opportunities




A wider range of debates

What kinds of material is it ok for children to be exposed to
at different ages?

And what constitutes ‘normal’ risk taking in different
contexts?

At what age or stage can we be confident enough that
children are media literate enough to navigate their way
around biased or misleading messages without coming to
harm.

How long can we protect them from the pressures of
commercialisation?




Key Issues

Convergence is happening now
The internet is becoming ubiquitous

TVs, phones, PDAs (personal digital assistants), games
consoles and many other devices are becoming internet
enabled

This is no longer about laptops or big boxes with big
screens in the corner of the room

“Any place, anytime anywhere”

Accessing social networking sites from anywhere




The Byron Review
Children and New Technology




Responses to Risks

Education and awareness
— Children and young people themselves

— Parents, grandparents, guardians, in loco parentis

— Teachers, Governors and education authorities

— Need to develop better evaluation tools

— Needs of vulnerable children




Responses to Risks 2

Technical
Filtering and blocking
Monitoring

Reporting




Self Regulation: UK and EU Models

In the UK since 2001 a Government Taskforce of key
players developed Codes of Good Practice

— Social Networking and User Generated Content —
(similar code established by the EU)

— Mobile Phone Content — both (Similar code established
by the EU)

— Moderation of Interactive Services for Children
— Guidance for Search Service Providers

— Using Real Life Examples Involving Children

— Web based services

— Location services — now being revised

— Kitemark for filtering products — soon to be both




Self Regulation in the UK

Consensus and backing for codes

« Lack of independent review of whether codes are being
followed and whether they are effective.

* Industry say what is possible and what is not

* Frustration about the lack of 100% blocking of child abuse
Images

 The need for independent evaluation




